NEWER, BETTER, ACCESS : CHANGES FROM THEN TO NOW...
(Upated September 24", 2009)

Clean Access has been upgraded and will only look slightly different than your old Cisco Clean Access Agent. It is now called
Cisco NAC Agent. You log in the same way as before. The upgraded system will recognize more antivirus applications and
Operating Systems.

Supported Antivirus Applications:

Windows: http://www.cisco.com/en/US/docs/security/nac/appliance/release _notes/461/vers78-461.pdf

Current Exceptions that will require an office visit for possible approval:

-Please come see us between 3-5pm weekdays in Bailey 105. Bring your Student ID, personal computer and charger (if
applicable).

Mac: Snow Leopard

Linux (All Distributions)

Personal Computers on Campus Wireless (OkraNet) and Residence Halls
Personal laptop computers can be connected to the campus network and wireless network called OkraNet. Students
can also connect their desktop computers in the residence halls. To connect your computer to the Delta State
Network your computer must meet minimum requirements and have:

« An ethernet adapter (NIC) or wireless card

» Up-to-date free or paid Antivirus software

* Up-to-date Windows security patches

Before bringing your personal computer to the OIT if you are unable to connect:

« Your personal computer must be functioning properly. If it is deemed to be malfunctioning, we are not authorized to
help you repair your PC.

« Ensure all applicable security patches are installed on your computer (Antivirus, OS updates)

« Microsoft Operating Systems go to: http://windowsupdate.microsoft.com

Note: Be sure to select Students if you are a Student and Employees if you are an Employee when connecting your
computer on campus wireless (OkraNet) and Residence Halls with the Cisco NAC Agent.

Wireless Access



Wireless access is available in many areas across campus, including the Roberts Laforge Library and H.L. Nowell
Student Union. Wireless is not available in the residence halls, nor are wireless devices authorized for use in the
residence halls. For the Official Campus Wireless Map Click Here.

Please note that personal routers, switches and access points are not authorized and will automatically cause the

port in your room to shut off and will only be reactivated by a support request to the Office of Information
Technology.

Connecting to University Wireless SSID (OKRAnet) with a personally owned Tablet/Laptop:

1. Look for the Wireless icon on the system tray (loweght of the screen) — if it's not shown,
you may need to expand the System Tray by clickimghe “<” button

e Ere Wil 1use

2. Right-click the Wireless icon and select “View Abadile Wireless Networks”

“hange Windaws Firewall settings

Open Mebworl Conmcctions

Feepriv
| Wiew Available Wireless Networks

3. If your wireless adapter is working correctly ydwald see “OKRAnNet” as an option. Click
“Connect”, wait for a connection and close this daw.

551 vfireless Network Connection |X|

Network Tasks Choose a wireless networlk
ﬁ Refresh network list Click an item in the list below to connect ko a wireless netwaork in range or to get more
infarmation.

,—;’; Set up a wireless netwark
Far a home or small office

Related Tasks

\1J Learn about wireless
networking

* Change the order of
preferred networks

'%i Change advanced
setkings




NOTE: If you are unable to see any available wagleetwork connections and you are at one of the
universities wireless hotspots (see map), pleasereryour wireless adapter is turned on. If you are
unsure on how to do this, please contact the Helgk@t: 662-846-4444.

4. Launch Internet Explorer (Or the web browser ycefgrto use)

Mozilla Firefos

5. You will be redirected to a login page. Log in with your username (Student ID Number or
employee username), password, and choose your login type. Click “Continue”.

A Delta State University

Usernatne | |

Password | |

Login Type

6. Click “Launch Cisco NAC Windows Agent X.X.X.XXX"



{Z Cisco NAC Web Agent Download - Windows Internet Explorer
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Network Security Notice: This network is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer meets the

requirements for accessing this network, and helps you keep your computer secure and up-to-
date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.

[_ Launch Cisco NAC Windows Agent 4 6.2 113 ]

Note: If you are already running the NAC Agent and you are connected through a slower

connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.

€D Internet dn v Eaoow v

7. If prompted, click on the yellow information bar sfsown in the picture and Click
Install add-on.



{2 Cisco NAC Agent Download - Windows Internet Explorer
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install it, click here. ..
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Network Security Notice: This netwWk is protected by the Clean Access Agent, a component '

of the Cisco Clean Access Suite. The an Access Agent ensures that your computer meets the

requirements for accessing this network,Sgnd helps you keep your computer secure and up-to-

date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button

below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window

and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.

Enter your usual network user name and password in the login window.

Checking system reguirement ...... Please wait. [ status = undefined )
FEEE ]

Note: If you are already running the NAC Agent and you are connected through a slower =

connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent

to pop up.

]
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8. If prompted, Click “Run”

Warning - Security

The application's digital signature has been verified. «
Do you want to run the application? =7
Mame: CiscollaCDovwnloadFacilicator

Publisher: Cisco Swstems

From: attps: fdsunobias, delkzstate, edu)':

Always trust content From this publisher

Run ] [ Zancel

Mare Information. ..

g The digital signature has beer validated by a trusted source.




10.

9. This window will appear and may be displayed faresal minutes.
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Network Security Notice: This network is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer meets the
requirements for accessing this network, and helps you keep your computer secure and up-to-
date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter yvour usual network user name and password in the login window.

Downloading Cisco MAC Agent ... Please wait, | status =2 )
T T —

Note: If you are already running the NAC Agent and you are connected through a slower
connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.
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This window will appear and may be displayed foresal minutes.



i Cisco NAC Agent - InstallShield Wizard

Installing Cisco NAC Agent

The program features vou selected are being installed,

Flease wait whils the InstallShield Wizard installs Cisco MAC Agent . This
rmay take several minutes.

Stakus:

Copying new Files

Irstallishisla
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11.  When you get to the following screen, the Cisco N&gént is installed. You will log in
to the agent whenever accessing the network viaAteRor Residence Halls. Log in with your
username and password (Student ID number, or emplogername)



22 Cisco NAC Agent

cisco Cisco NAC Agent usemame: XSG
sesesees |

Password:

B Remember e

Sener: STUDEMTS b

Authenticating Use

Copyright © 2009 Cisco Systems, Inc.
All Rights Resernved

12. If your computer does not meet the minimum secugtyuirements, you will be
presented with a screen indicating you have Tempdiatwork Access.
13.  Click Repair to review the first requirement



14.

27 Cisco NAC Agent

! Cancel About
Illllll'l'l' - il -

cisco Cisco NAC Agent

@ Temporary Network Access 00:59:49 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

Systern Check Complete

You will now be able to review what security reguirents your computer needs.
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Cancel About

Sisco NAC Agent

@ Temporary Network Access 00:59:30 left

There is at least one mandatory requirernent failing. You are required to update your system
‘before you can access the network.

Updsted Antivirus Loy

Remediating System

15.  Click “Go To Link” to download Clamwin antivirust{$ Open Source and Free).
http://www.deltastate.edu/MediaFiles/Antivirus/Chaim/clamwin-0.95.2-setup.exe

16.  Once the issue has been resolved click Update

If additional requirements are needed, you wiltivected to addressing these before continuing.
Note: Depending upon the

type(s) and number of updates

needed on your computer you

may need to follow these steps multiple times.

17.  Once you have fulfilled all security requirementsy will be presented with a Full
Network Access message.



27 Cisco NAC Agent
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Full Network Access

Your device conformms with all the security paficies for this protected netwark

MAC Process Completed




